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Power Consumption Aware Software Architecture
for M-Health Applications with Adaptive Security

of Network Protocols
Vladimir Ciric∗, Jovica Zlatanovic†, Emina Milovanovic‡, Nenad Stojanovic§

Abstract— The goal of this paper is development of software
architecture for mobile devices, which is able to trade-off
between security levels and power consumption. The analysis
of the influence of different security protocols on power con-
sumption is given. The proposed architecture is described in
detail. Three different security levels with corresponding cipher
suites are proposed: low, medium and high. The architecture
is implemented on Android platform. The difference in power
consumptions of the cipher suites in high and low security/power
profiles is around 8.2% for WiFi, and 9.6% for 3G network. In
order to further reduce the power consumption during network
communication, the delay between sending two successive pack-
ets is analyzed. The proposed architecture is capable of stalling
packets and sending them in burst-mode, letting the network
interface to stay in low-power mode for a longer period of time.
The power consumption in this mode is reduced for additional
25%.

Keywords—Mobile applications, security protocols, battery life,
power consumption.

I. INTRODUCTION

According to Gartner Inc., 48.61% of all computer devices
shipped worldwide in 2014 had Android operating system,
11.04% were with iOS, 14% were under Windows, and
26.34% were with other operating systems [1]. With more
than 60% of overall computer market share, mobile comput-
ers, smarthpones, and lately all kinds of wearable devices,
set global, but very specific requirements in front of the
developers and researchers [1].

Users expect to run most of computationally intensive
applications on smart mobile devices in the same way as
they do on powerful stationary computers. However, despite
all the advancements in recent years, mobile devices still
have relatively low computational capabilities. Mobile cloud
computing is the latest practical solution for filling this gap by
extending the services and resources of computational clouds
to smart mobile devices on demand basis [2].

In the same manner, smart mobile devices can offload data
to the cloud, either for permanent data storage, or for the later
processing and analyzing of data acquired from one or many
devices. One example of smart mobile application, which
gets a lot of attention lately, is mobile-health (m-health)[3].
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Modern smart mobile devices offer media-rich and context-
aware features that are highly useful for electronic-health
(e-health) applications. These apps either simply collectthe
patients data, or perform some minor functionality, but in
almost all cases they communicate with some variant of ”the
cloud” [3].

Having in mind that mobile communication is very power-
consuming, as well as that data transmitted by m-health apps,
or any other kind of m-app can be private and sensitive, two
major challenges exist: battery life and security. The latest
research have shown that power consumption and security
level are inversely proportional, which makes them suitable
for trading-off [4], [5], [6], [7]. Furthermore, the transition
from one interface type to another, using specific character-
istics of the communication channel can be used to further
reduce the power consumption used for the communication
[8], [9].

The goal of this paper is development of the software
architecture for mobile devices, which is able to trade-off
between security levels and power consumption. The analysis
of the influence of different security protocols on power
consumption is given, and the corresponding architecture is
described in detail. Three different security levels with corre-
sponding cipher suites are proposed: low, medium and high. In
order to further reduce the power consumption during network
communication, the delay between sending two successive
packets is analyzed. The proposed architecture is capable of
stalling packets and sending them in burst-mode, letting the
network interface to stay in low-power mode for a longer
period of time.

II. COMMUNICATION PROTOCOLSECURITY

AND POWER CONSUMPTION

With the aim to clarify the influence of encryption algo-
rithms and interface type on the power consumption during
secure communication, we give a brief survey of the research
on communication protocols and power consumption.

The authors in [4] presented a performance evaluation
of selected symmetric encryption algorithms. The selected
algorithms are AES, DES, 3DES, RC6, Blowfish and RC2.
Several performance metrics are collected: encryption time,
CPU process time and clock cycles, and battery power.
According to the obtained results, authors in [4] concluded
that changing an encryption key size leads to clear change
in the battery and time consumption. In case of AES, three
different key sizes were considered, i.e., 128 bit, 192 bitsand
256 bit keys. It was shown that going from 128 bits key to
192 bits causes increase in power and time consumption about
8%, and to 256 bit key causes an increase of 16% [4].

Similar research, but with the focus on asymmetrical algo-
rithms has been presented in [5]. The paper presents an esti-
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mate of the performance improvements that can be expected
in SSL (Secure Socket Layer), by involving Elliptic Curve
Cryptography (ECC). The 1024-bit RSA and 163-bit ECC
keys are compared without client authentication. In terms of
a throughput, it is shown that ECC is more than five times
better than RSA on the two platforms that are considered.
The experiments were repeated using 2048-bit RSA keys and
193-bit ECC keys.

In [6] a comprehensive analysis of the energy requirements
of a wide range of cryptographic algorithms that are used
as building blocks in security protocols is presented. It is
shown that the SSL handshake protocol can be optimized
depending on whether client authentication is performed or
not, by choosing ECC algorithm in the former case, and
RSA algorithm in the latter case. Usually, applications which
require a high degree of security need client authentication.
In case of applications where security requirements are not
stringent, further energy savings can be obtained by switching
to smaller keys. In order to account for all the factors on
which the energy consumption of the SSL protocol depends,
the formulation of an energy cost function is proposed in [6],
which can be parameterized on a number of factors.

On the other hand, using a wireless radio to transfer data
is potentially one of the most significant sources of battery
drain. We will consider 3G and WiFi radio interfaces. Three
major factors have influence on the WiFi interface power
consumption [10]:

• Scanning, connecting and control overhead– This fac-
tor accounts for the power used to discover and connect
devices, and to send and receive control packets.

• Transmission and reception– This accounts for the
energy spent by a node in data receptions, and in data
packet transmission.

• Idle listening– Refers to the power consumed when the
radio of the node is waiting to receive potential packets
but the media is idle.

IEEE 802.11 standard for WiFi suggests the usage of power-
save mode (PSM), and move from Full-Power State (FPS) to
Low-Power State (LPS) whenever the interface is in the idle
mode. It wakes-up periodically to check whether there is a
data waiting for the transmission. The energy required in this
mode is much lower than the energy required for periodical
scanning and connecting, which would happen if the interface
is turned-off whenever the transmission burst is over [11].

In addition to two power levels of the WiFi, the state
machine for a typical 3G network radio consists of three
energy states [8], [9]:

• Full power – Used when a connection is active, allow-
ing the device to transfer data at its highest possible
rate.

• Low power– An intermediate state that uses around
50% of the battery power at the full state.

• Standby– The minimal energy state during which no
network connection is active or required.

The states and the transitions of a typical 3G wireless radio
state machine are shown in Fig. 1 [8].

While the low power and standby states significantly lower
battery consumption, they introduce a latency while returning
to full power from the low state of around 1.5 seconds, and
of 2 seconds while moving from standby to full power state,
which often can’t be tolerated (Fig. 1). That is why the state
machine delays the change of the state for a long period of

Low
Power

Standby
Full

Power
12 s 5 s

2 s

1.5 s

Fig. 1: Typical 3G wireless radio state machine

time, before it finally goes to the standby. Every time when a
packet is sent, the interface moves to the full power state and
resets the countdown timer. In the case described in Fig. 1, it
will remain at full power for the duration of the transfer, plus
an additional 5 seconds of tail time, followed by 12 seconds
at the low energy state. Thus, for a typical 3G device, every
data transfer session will cause the radio to draw energy for
almost 20 seconds [8].

In practice, this means an app that transfers unbundled data
for 1 second every 18 seconds will keep the wireless radio
active, moving it back to high power just as it was about to
become idle.

The main conclusion is that the power consumption char-
acteristics of security protocols, along with the power con-
sumption characteristics of radio interface should be consid-
ered while designing the software architecture of a mobile
application that frequently communicates with the cloud over
the wireless network.

III. DESIGN OF ASOFTWARE ARCHITECTURE

WITH ABILITY TO TRADE-OFF SECURITY AND

POWER

The proposed architecture is designed in the form of
software framework, which can be reused as a component
in different environments. The primary target were m-health
applications, in which the patients data should be transferred
to the cloud in a secure manner, while keeping the battery live
for a longer period of time. The data in m-health usually have
a time stamp in order to track the status of the patient over
the time. Thus, a delivery delayed for a less than a minute, if
it can save the power, is acceptable. Security protocols should
be involved in order to preserve patient privacy, but chances
for attacks, concerning the type of the data in m-health apps
are no that high. Thus, the security should be present all the
time, but the efforts can be lowered if this is due to the battery
preservation.

Having in mind the characteristics of security protocols, and
the characteristics of radio interfaces, the following findings
stand:
• Regarding algorithm performances and power consump-

tion, AES and Blowfish are the best candidates, while
AES is preferred if the keys should be often generated.

• ECC is preferred, particularly Elliptic curve Diffie-
Hellman (ECDHE) with 163-bit keys.

• The size of data within a transaction should be 500 to
1024KB if data are sent via 3G [7].

• If a power level is low, and the communication is
performed via 3G, packets buffering is required.

According to the requirements, we propose three security
levels:
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• High – the highest security level, and the highest power
consumption,

• Medium– medium security level, average power con-
sumption, and

• Low – low security level, the lowest power consump-
tion.

The proposed collections of the algorithms for different
security levels are given in Table I.

The software architecture is given in Fig. 2.

Cipher
suite

Framework

M-health App

Cloud

Buffer
Communication

module
OpenSSL

HTTPS communication

Module for dynamic selection of
security-power model

Fig. 2: Software architecture with ability to optimize a power consumption
of a mobile device

The role of the Cipher suite in Fig. 2 is the implementation
of different protocol suites from Table I. The buffer is ableto
stall the packets and release them in burst-mode, letting the
interface to be in low power state for a longer period of time.

The algorithm implemented by the module for dynamic
selection of security-power model from Fig. 2, which decides
in real time which power model will be used is given in Fig. 3,
where constants 1, 2, and 3, represent low, medium and high
security levels, respectively. Battery low state is considered
for the battery level below 15%.

Fig. 3: Algorithm for dynamic selection of security-power model

Fig. 4: Graphical representations of the power consumption for the
measurement type T2: a) for WiFi network, b) for 3G network

IV. IMPLEMENTATION RESULTS

The proposed framework is implemented on Android plat-
form and tested on Sony WT19i platform. The evaluation
is performed usingLittle Eye LabsTM performance measure-
ment software [12].

Three types of measurements are performed:

T1 - Each of the proposed security levels from Table I
was evaluated over 3G and WiFi interface for 100
successive packets/communication requests.

T2 - For the medium security and battery low level, 100
requests are made over both WiFi and 3G networks
without buffering, in bursts of 10 requests with the
delay between bursts of 10 seconds.

T3 - The same as T2, but with buffering.

The results of the measurement setting T1, given as a
battery drain per packet, are given in Table II.

Graphical representations of the power consumption over
time, for the measurement setting T2, for both 3G and WiFi
networks are shown in Fig. 4. In both cases given in Fig. 4
the CPU power requirements for the preparation and securing
the transmission are about 160mW, while WiFi interface
consumes around 30mW (Fig. 4a). In the case of 3G (Fig.
4b), the network interface requires around 950mW, i.e. 1.100
mW for both CPU and the interface, Fig. 4b.

A graphical representation of the power consumption over
the time, for the measurement setting T3 for 3G network is
shown in Fig. 5. The battery drain measured for WiFi in T2
was 0.32mAh, and 9.81mAh for 3G, while the drain in the
case T3 was 0.30mAh for WiFi, and 7.19mAh for 3G. The
reduction of power consumption in the case T2 was around
6.2%, while in the case T3 over 3G was more than 25%
( 9.81−7.19

9.81 ).
It should be noted that the presented reduction referees only

to the analyzed aspect of battery drain, which is only one part
of total power consumption of the mobile device.
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TABLE I: The proposed cipher suites for different security levels

Sec. level Cipher Key exchange Integrity Cipher suite

High AES 256 GCM ECDHE SHA386 TLS ECDHE RSA AES 256 GCM SHA384
AES 256 CBC ECDHE SHA TLS ECDHE RSA AES 256 CBC SHA
AES 256 CBC DHE SHA TLS DHE RSA AES 256 CBC SHA

Medium AES 128 GCM ECDHE SHA256 TLS ECDHE RSA AES 128 GCM SHA256
AES 128 CBC ECDHE SHA TLS ECDHE RSA AES 128 CBC SHA
AES 128 CBC DHE SHA TLS DHE RSA AES 128 CBC SHA

Low RC4 128 ECDHE SHA TLS ECDHE RSA RC4 128 SHA
RC4 128 - SHA TLS RSA RC4 128 SHA

Fig. 5: Graphical representations of the power consumption for the
measurement type T3 for 3G network

TABLE II: Battery drain per one sent packet in [µAh]

WiFi 3G
Low Medium High Low Medium High

2.775 2.975 3.025 47.10 47.50 52.15

V. CONCLUDING REMARKS

In this paper the software architecture for mobile devices,
which is able to trade-off between security levels and power
consumption, was proposed and described in detail. Three
different security levels with corresponding cipher suites were
proposed: low, medium and high. The architecture was imple-
mented on Android platform. Measured differences between
the power consumptions of the cipher suites in high and low
security/power profiles is around 8.2% for WiFi, and 9.6%
for 3G network. In order to further reduce the power con-
sumption during network communication, the delay between
sending two successive packets was analyzed. The proposed
architecture is capable of stalling packets and sending them in
burst-mode, letting the network interface to stay in low-power
mode for a longer period of time. The power consumption in
optimized 3G mode is reduced for additional 25%.
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